IJE TRANSACTIONS B: Applications Vol. 39, No. 08, (August 2026) 2035-2048

\@
AL

International Journal of Engineering

Journal Homepage: www.ije.ir

Enhancing Smart Contract Access Control via Digital Identity Management and

Machine Learning

R. Amiri, ]. Karimpour®, H. Izadkhah

Department of Computer Science, University of Tabriz, Tabriz, Iran

PAPER INFO

Paper history:
Received 21 July 2025

Received in revised form 06 September 2025

Accepted 19 September 2025

Keywords:

Blockchain

Ethereum Blockchain

Digital Identity Management
Machine Learning

ABSTRACT

In the field of blockchain technology, ensuring secure and efficient access control for smart contracts
remains a critical challenge. Traditional methods are often complex and resource-intensive, potentially
hindering widespread adoption. This study proposes a novel machine learning-based approach to
enhance access control mechanisms. Specifically, we classify users as either benign or potentially
malicious based on transaction behavior and interaction patterns. A Support Vector Machine (SVM)
classifier, combined with a Genetic Algorithm (GA) for dimensionality reduction, is applied to a dataset
containing 50,000 transaction records from 1,000 blockchain addresses. The model achieved an accuracy
of 94% on the test set and effectively distinguished users based on server interaction frequency and
connection duration. Through visual analysis and comprehensive evaluation, we demonstrate that the
proposed method improves both anomaly detection and operational efficiency. This approach has the
potential to bolster trust and facilitate broader adoption of blockchain-based applications.

doi: 10.5829/1je.2026.39.08b.19

Graphical Abstract

Machine Leaming
Model
Outcome
Automated

Classifies As—*<_ Benign User N .
Transaction Signing

Data & Feature - \‘\
Extraction N\

. - User Behavior

.
Problem /

Traditional Access

Feature Extraction 2
Support Vector
Blockchain - Transaction Value Enhanced Security
N " ——* Machine (SVM)
Transaction History - Timestamp & Efficiency
Classifier

x

Vs

Classifies As_y.¢" \alicious User Flags for Manual yd

Review

Malicious

Control —  Complexity &
Vulnerability

Transactions

1. INTRODUCTION

Blockchain technology has introduced a transformative
model for peer-to-peer digital transactions, creating
novel financial ecosystems whose data patterns, such as
cryptocurrency prices, can be forecasted using machine
learning approaches (1, 2). Operating over a
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decentralized network, blockchain ensures transparency,
integrity, and immutability of transaction data (3, 4).
However, securing the endpoints and network layers of
such decentralized systems remains a critical concern,
similar to the security challenges faced in other emerging
network paradigms like IoT-based 5G networks (5).
Despite these advantages, many users find the process of
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managing digital signatures—particularly the handling of
cryptographic keys—complex and error-prone (6, 7).
This complexity introduces potential vulnerabilities,
creating an environment where users can be misled into
authorizing malicious transactions, a challenge
analogous to phishing in web applications where
machine learning has been effectively used for detection
(8, 9). Digital signatures tie directly to a user's blockchain
account, managed through a digital wallet (10). This
wallet helps users interact with the blockchain, with each
account having a unique address that acts as the user's
digital identity (11-13). For instance, during a transaction
through a web application, if the application manipulates
the transaction details, users could unknowingly approve
a transfer of more funds than intended, resulting in
financial loss (14-16). To address these challenges, this
paper introduces a machine learning approach aimed at
simplifying and securing the digital signature process.
Specifically, our model serves as a dynamic access
control mechanism that learns and enforces policies
based on a user’s evolving digital identity. By automating
signatures and spotting transactions that do not look
right, this method helps prevent problems before they
happen. This is especially handy in blockchain apps like
digital wallets, where it will automatically sign off on
transactions for you. If the system spots a transaction that
seems odd and might not be safe, it will ask for the user's
okay before going ahead with the signature. When it
comes to blockchain, a user's digital identity is not fixed;
it's always changing based on the history of all their
transactions. This transaction ledger is like a fingerprint
for their account. We used this idea by using this
transactional "fingerprint" as the basis for a user's identity
profile. So, the machine learning model doesn't just find
random problems; it also learns what normal, legal
behaviour is for a certain digital identity. Then, access
control is improved by marking transactions that do not
fit this established identity-based pattern very well. This
could mean that something has gone wrong.

2. LITERATURE REVIEW

In this section, a comprehensive research background of
this study will be discussed. This will be followed by a
related work section, where relevant works to this study
and the novelty of our proposed methodology will be
discussed.

2. 1. Research Background In this section, we
dive into what others have found about spotting fraud
within the blockchain network. They tried using a mix of
tech tricks like k-means clustering, a thing called
Mahalanobis distance, and a method known as support
vector machine learning (SVM) to spot the odd ones out
(17, 18). Researchers Pam and Lee tackled how to pick

out which users and their transactions might not be on the
up and up by looking at the patterns in the Bitcoin
blockchain network. What stands out from these studies
is that nobody has really thought about folding machine
learning into the process of digitally signing blockchain
transactions to make it automatic. While there has been
some effort to detect weird transaction patterns before,
none of the methods reviewed were made to work with
how transactions are typically done, and nobody really
looked into using data tagged by users to help with this.
The fresh idea here is that the proposed method doesn't
care about the type of transaction or its patterns; it just
needs enough transaction history to work its magic and
flag transactions that don't look right. Previous research
has investigated machine learning for blockchain
security, yet considerable deficiencies persist. Many
current methods depend on static, rule-based systems that
are not flexible, have problems with scaling, or need
complicated setups that make them hard to use. This
paper tackles these shortcomings by presenting an
innovative, data-driven methodology for smart contract
access control. This work makes three main
contributions: A new machine learning framework,
personalized anomaly detection, and real-world testing.

2. 1. 1. Blockchain Transactions We are going
to focus on Ethereum because it's the digital currency that
has the most people working on it — lots of developers
and researchers are involved with Ethereum, and we'll
also use it in our experiments later on. These blocks then
link up one after the other in a chain, creating a ledger
(19, 20). These signatures, and the transactions they
verify, get shared across the entire network (21, 22). The
term externally owned accounts (EOA) or user accounts
refers to accounts that are owned and controlled by users
outside of the company (23, 24). These accounts hold
users' ether assets and are protected through asymmetric
encryption and private keys (25). Also, each account in
the Ethereum blockchain (or the blockchain of any other
cryptocurrency) has a unique address that is used to
perform transactions and receive and transfer ether (13,
26). On the other hand, smart contract-based accounts are
accounts in which the smart contract code is placed (27,
28). This message activates the code of that account, and
thus, the contract-based account can perform various
actions, such as transferring tokens, writing something to
the internal storage, creating new tokens, performing a
series of calculations, and creating new contracts (27).
This instruction is cryptographically signed, created by
an EOA, and announced to the blockchain (22, 29).

2.2.Related Work The convergence of blockchain
technology, smart contracts, and machine learning has
emerged as an expanding research domain. It is
especially prominent in improving security, access
control, and digital identity management. Previous
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research has investigated diverse approaches that
integrate these disciplines. Each of these studies has
enhanced the security and efficiency of blockchain
networks. In this section, we will discuss the relevant
studies and how they are related to our research.
Akbarfam et al. (30) presented DLACB, a system that
enhances access control by abolishing predetermined
regulations and diminishing management complexity via
the amalgamation of deep learning and blockchain
technology. This work aligns with our research, which
aims to improve the administration of digital identities
and access control in blockchain-based smart contracts.

Mounnan et al. (31) proposed a blockchain-based
access control system that uses speech recognition for
biometric authentication, employing an AutoEncoding
Generative Adversarial Network (AE-GAN) model and
smart contracts for secure storage and policy
enforcement.

This work aligns with our research as both studies aim
to improve security in blockchain systems through
advanced access control techniques. Specifically, while
our approach utilizes machine learning to classify users
based on transaction behavior for smart contract access
control, their method employs speech recognition as a
biometric modality for user authentication in blockchain-
based applications. Kim et al. (32) examined machine
learning techniques that are designed to identify
vulnerabilities in smart contracts. This paper is closely
aligned with our study. The reason for that is that both
studies stress the significance of digital identity
management and the security of smart contracts. Gao
(33) proposed a decentralized access control mechanism
for IoT ecosystems using blockchain and smart contracts,
with  formal verification. In a domain-specific
application, Ghaly et al. (34) explored the integration of
blockchain-enabled smart contracts in the construction
industry through a SWOT framework and social network
analysis, highlighting benefits like transparency and
challenges such as scalability. This complements our
work by demonstrating real-world smart contract use
cases, though it does not incorporate ML for user
classification as in our proposed SVM-GA approach.

Gaur et al. (35) introduced an advanced architecture
that utilizes machine learning and blockchain to improve
authentication and security in Internet of Hospital Things
(IoHT) systems. Similarly, Benaich et al. (36) proposed
an immersive blockchain conceptual framework for
securing  Electronic  Health Records (EHRs),
emphasizing decentralized access control and privacy in
healthcare. This aligns with our focus on digital identity
management but lacks the ML-based anomaly detection
we introduce for personalized smart contract access.
Alizadeh et al. (37) employed a cryptographic approach
to regulate permissions within blockchain networks.
Conversely, our research introduces an innovative
machine learning-based methodology to improve access

control in blockchain smart contracts. In contrast to the
static, rule-based system described in previous research,
our approach utilizes data-driven insights to facilitate
adaptive anomaly detection and minimize the burden of
human rule upkeep. Liao et al. (38) presented a
framework for Access Control (BIMAC). This proposed
framework addresses the realm of open banking. This is
done through confronting the issues of trust, digital
identity management, and safe access control. It
addresses the issue by utilizing blockchain technology to
create a decentralized, user-focused system. There are
several facilities provided by this study. The functions,
such as decentralized third-party authentication, online
bank account establishment, and meticulous data
authorization. Works like DLACB (30) and speech
recognition-based authentication (31) enhanced security
but face adoption, scalability, and integration complexity
issues. Similarly, machine learning for smart contract
security (32) and [oHT systems (35) offers precision but
is limited by platform specificity and scalability.
Cryptographic  approaches (37) ensure robust
permissions yet lack adaptability, while identity
management frameworks (38) required large datasets and
risk false positives. Decentralized IoT access control (33)
is secure but resource-intensive. These studies often rely
on static rules or complex setups, neglecting dynamic
adaptability. While not directly focused on blockchain
(39), evaluate the usability of a mobile augmented reality
app for PC hardware training across three countries,
providing insights into user engagement with emerging
technologies. DLACB (30) and formal verification
methods for IoT (33) are two examples of how
decentralised access control has improved by making it
less dependent on centralized rules. However, they often
make it harder to scale and require a lot of processing
power, which makes them less useful in real-time
blockchain environments.

Biometric-based systems like speech recognition by
Mounnan et al. (31) improved authentication but have
trouble with integration complexity and platform
specificity. On the other hand, cryptographic permission
models (35) offer strong security but don't have the
adaptive flexibility that user behaviours need to change.
Approaches focusing on machine learning for
vulnerability detection (32) and IoHT security (34)
demonstrate precision in static analyses, but they
overlook personalized anomaly detection, resulting in
higher false positives when applied to diverse transaction
histories. Building on identity management frameworks
like BIMAC (36), which emphasized user-centric
decentralization, our proposed SVM-GA method
synthesizes these elements into a dynamic, automated
signature process that minimizes manual rule
maintenance and improves efficiency by 19% over static
baselines, as shown in our evaluations.
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These studies all show a common problem with
adaptive, user-specific modelling. Our new idea is to use
transaction "fingerprints" for custom classification,
which will make it easier for more people to use
blockchain without putting security at risk. Our research
introduces a novel machine learning-based approach for
access control in blockchain smart contracts, leveraging
data-driven adaptive anomaly detection. By dynamically
classifying users based on transaction behavior, it
reduces manual rule maintenance, offering a scalable,
flexible solution that addresses these critical gaps. Table
1 reviews the papers in terms of their objectives and

advantages, and disadvantages. Previous studies on
blockchain, smart contracts, and machine learning have
advanced security and access control, yet significant gaps
remain.

3. A PROPOSED MACHINE LEARNING METHOD
FOR AUTOMATIC DIGITAL SIGNATURE

In this part of our discussion, we introduce a new
approach designed to automate and personalize the
digital signing of blockchain transactions. This method

TABLE 1. Summary overview of previous studies

Ref. Year Objectives Advantages Disadvantages
(30) 2023 DLACB proposal, a deep learning-based %‘;ﬁ:ﬁ;ﬁg%ﬁﬁgggzﬁgggﬁ :ﬁsp The newness of this system may pose
access control system using blockchain. transparent access control problems in adoption and scalability.
The system offers enhanced security Potential drawbacks include the
The paper aims to design, implement, and and prive_lcy through blockch_ain‘s compl.exity .of integratin.g speec_h
cvaluate an aceess con t;ol system tl’lat decentrall;efi_ and tamper-resistant recognition w1th block_cham, possible
(31) 2025  integrates speech recognition as a biometric nat}lre, flexibility and ease of updates new vulnerabllltlgs, rellange on an API
modality with blockchain technology for via smart contracts, and 1mprove_d which could be a 51ngle point of failure,
secure and private user authentication scalability and reduce(.i blockcham and pe_:rfom_lance issues due to the )
’ overhead by delegating certain computational intensity of homomorphic
functions to an APL encryption.
Provides a comprehensive overview of A detailed review of smart contract Focused mostly on the Ethereum
(32) 2023  machine learning techniques for identifying vulnerabilities and providing reliable platform and limited generalizability to
the security of smart contracts. solutions with machine learning. other platforms.
To propose a decentralized IoT access The approach ensures secure and Thfebcl:onll(p fx.lt}; ar}lld rTsource(;ie;man(is
control system using blockchain and smart scalable execution of smart contracts ot blockehain technology and forma
(33) 2025 verification may present challenges for

contracts to enhance security and trust in
dynamic environments.

To address the gap in understanding the impact
of Blockchain-enabled Smart Contracts (BSC)
on the construction sector through systematic
(34) 2024 keyword analysis, SWOT analysis of 174 peer-
reviewed papers, identification of 72 factors,
social network analysis (SNA), and clustering
to evaluate adoption factors.

Proposing a ML-based smart-contract
(35) 2022 system for an IoHT system
To develop a conceptual framework for
securing Electronic Health Records (EHRs)
against traditional and quantum threats,
(36) 2025 improving system resilience, user
a hybrid blockchain with quantum-resistant
cryptography, DAOs, Al, and metaverse
integration.

Aims to enhance blockchain security by
proposing a cryptographic access control
mechanism

(37 2022

Creating a blockchain-based framework for

(38) 2022 secure identity management

through formal verification, mitigating
security risks in IoT ecosystems.

Boosting accuracy and computational
performance in IoHT systems by
combining machine learning

robust permission management
through predefined rules and
cryptographic keys

Machine learning methods provide
enhanced precision, adaptability, and

resource-constrained IoT devices and
users without specialized expertise.

Enhances transparency, automation,
and security in construction processes;
provides a comprehensive evaluation
of benefits like streamlined workflows
and reduced management complexity;
identifies opportunities for
transformation in complex projects
with multiple stakeholders.

Challenges in scalability, adoption
barriers, integration complexity with
existing systems; potential threats from
regulatory issues and high
implementation costs as per SWOT
weaknesses and threats.

Scalability issues and uneven
performance may arise

Strengthens data protection with
quantum-resistant algorithms
(CRYSTALS-Dilithium, CRYSTALS-
Kyber); decentralizes control via
experience, and operational efficiency using ~ DAOs; enhances user engagement and
efficiency through Al and metaverse;
addresses interoperability and privacy

Potential complexity in implementation
and integration; requires advanced
technology adoption; may face
challenges in scalability and user
training for new interfaces like
metaverse.

in healthcare.

high computational resource demands
and limited adaptability to dynamic
user behaviors

Challenges include the requirement for
datasets and the risk of false positives

efficiency. in vulnerability detection.
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not only automates the review and signing of transactions
suggested by decentralized apps but also brings in a
tailored system for spotting unusual patterns in
blockchain transactions. Transaction histories associated
with an address are arranged in chronological order,
much like a timeline. Our study concentrates on the
transaction timestamp and its corresponding value in
USD at the moment of the transaction. We considered
the characteristics of time series data, and hence, a
method by the name of rolling window analysis was
utilized. This approach examines time series data in
sequential parts, or "windows". By merging these
technologies, our proposed system enhances the security
and efficiency of blockchain transactions while
introducing unprecedented levels of customization and
automation in digital transaction management.

3. 1. Feature Extraction to Identify the Account
We examined the history of previous transactions for
each blockchain address. We extracteed two essential
pieces of information: the timestamp of each transaction
and the transaction value converted into US dollars at that
precise instant. We subsequently partition this data into
discrete intervals or "time windows," each denoting a
specific epoch. During these intervals, we consolidate the
data. This approach to segmenting and analyzing
transaction data enables the systematic identification of
trends and anomalies, eventually yielding significant
insights into transaction habits and patterns. Figure 1
presents the feature extraction within the blockchain
platform for classification purposes. In our study, we
chose to define the length of each moving window,
denoted as m, based on a specific time duration rather
than the count of transactions. Moreover, we set the step
size, represented as h, in terms of individual transactions.

For each blockchain address, a set of behavioral and
transactional features were extracted within each time
window. While the primary transactional features were
transaction timestamp and value in USD, we also
engineered behavioral features critical for identifying
malicious patterns. These include: Number of References
to Server: Defined as the total count of transactions
initiated by the address within a given time window.
Duration of Connection: Approximated as the time delta
between the first and last transaction within a window.
This serves as a proxy for user session activity. Sent Data
/ Received Data: Calculated as the aggregate USD value
of outgoing and incoming transactions for the address in
that window.

Our objective was to develop a system that
customizes the identification of anomalous transactions
according to each user's activity profile. We developed
such a system because transaction patterns might differ
amongst blockchain addresses. Therefore, we utilized
various approaches for each analytical period. This
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Figure 1. Feature extraction in the blockchain platform for
classification

method enabled us to consolidate transaction data inside
each interval. The process results in a dynamic moving
window size that adjusts according to the varying amount
of transactions in each period. Our research does not aim
to provide a universal temporal frame for analysis; it
concentrates on formulating a mechanism that ascertains
the optimal analysis period for each blockchain address,
providing a tailored solution for detecting anomalous
transactions.

3. 2. Data Preprocessing We preprocessed the
raw transaction data to make sure the model was strong.
The median value of the feature column was used to fill
in the missing values in the transaction records. After
that, Min-Max scaling was used to normalise all of the
features to a range of [0, 1]. This step is very important
to stop features with larger scales from having too much
of an effect on how the model learns.

3. 3. Dimensionality Reduction A Genetic
Algorithm (GA) was used for feature selection to make
the calculations less complicated and lower the chance of
overfitting. The GA wuses the SVM classifier's
performance as the fitness function to look at different
groups of features over and over again. This process finds
the most useful features (like the number of server
references and the length of the connection) and gets rid
of the ones that are not useful or are too many, which
makes the model work better and more efficiently. Here
is how the process was carried out: A first group of
"chromosomes" was made. In this case, each
chromosome stands for a possible solution, which is a
specific group of the available features (for example,
Number of References to Server, Duration of
Connection, Sent Data, etc.). Most of the time, each
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chromosome is encoded as a binary string, with each bit
representing a feature. A "1" means the feature is in the
subset, and a "0" means it is not. Also, the "fitness" of
each chromosome (or feature subset) was checked to see
how well it worked. The performance of the Support
Vector Machine (SVM) classifier was the fitness
function. The SVM model was trained and tested on a
validation set for each feature subset. The accuracy of the
classification was used as the fitness score. A higher
accuracy indicated a "fitter" chromosome. Moreover, the
GA iteratively created new generations of feature subsets
through three main operations, namely, selection,
crossover, and mutation. Chromosomes with higher
fitness scores were given a greater probability of being
selected for "reproduction." Pairs of selected "parent"
chromosomes exchanged parts of their binary strings to
create new "offspring" chromosomes. This combines
promising feature subsets, exploring new parts of the
solution space. To maintain genetic diversity and avoid
premature convergence to a suboptimal solution, random
bits in the offspring chromosomes were flipped (e.g., a'l'
changing to a '0").

3. 4. Categorization and Classification of Users
The Support Vector Machine (SVM) classifier was
selected as the principal model for several significant
reasons. First, SVM works very well in spaces with a lot
of dimensions, which makes it a good choice for complex
transaction data. Second, it is strong against overfitting,
especially when you use a linear kernel and set the
regularisation parameter just right. Finally, its ability to
find a clear separating hyperplane makes the
classification results easy to understand, which is very
important for security applications. A later comparison
with other models (see Section 4.4.2) showed that it
worked better.D The goal of the learning system is to
obtain a hypothesis that guesses the function or the
relationship between the input and the output. Classes of
healthy users spend most of their time referring to the
server with a low to medium number, and also their
connection time to the server is low to medium, and the
amount of information sent to the server is medium, and
the amount of information received is high. About the
suspicious class, the number of references to the site is
low, the received information is average, the connection
time to the server is high, and the amount of information
sent is also high. Discussing the class of hackers, the
number of references to the site is high, the received
information is average, the connection time to the server
is high, and the amount of information sent is also high.
The algorithm used in this article is shown in Figure 2.

In Figure 3, a general method of the user connection
is illustrated.

3. 5. Proposed System Architecture The
suggested system is meant to be a security layer between

’
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Figure 3. Overview of users connecting to the server
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TABLE 2. The evaluated scenarios

Scenario Description

The first Categorizing the characteristics of sent data
scenario according to received data

The second Classification of received data according to the
scenario duration of connection to the server

The third Classification of received data and the number of
scenario references to the server

The fourth Classification of sent data and duration of
scenario connection to the server

The fifth Classification of sent data and the number of
scenario references to the server

The sixth Classification of the number of references to the
scenario server and the duration of connection to the server

a decentralised application (dApp) and the user's digital
wallet. It will never be able to get to the user's private
keys. This is how the process works: A user begins a
transaction in a dApp. Before the transaction is sent to the
wallet to be signed, we send its parameters (like the
recipient and value) and any user behaviour metadata that
goes with it to our ML model through an API. The SVM
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model examines the data and categorises the transaction
as either "Benign" or "Potentially Malicious." If the
transaction is benign, it goes right to the user's wallet with
a standard confirmation message. If Potentially
Malicious: The system marks the transaction and sends
the user a high-alert warning to check it out before they
sign. In Figure 4, a flowchart is designed to outline the
transaction security workflow.

4. RESULTS

This section delineates the exhaustive findings of the
study on improving access control for smart contracts on
blockchain networks through machine learning
techniques. The research employs a Support Vector
Machine (SVM) classifier, together with dimensionality
reduction methods, to classify users into healthy and
suspicious/hacker categories based on transaction and
behavioral characteristics. The results include a
comprehensive dataset description, model development,
and hyperparameter optimization. We also discuss
classification performance and a comparative study with
alternative machine learning models. The results are
corroborated by visual representations obtained from the
supplied scatter plots (Figures 5-9), which demonstrate
the distinction of user classes across different feature
pairings.

4. 1. Dataset Description The dataset is based on
the publicly available 'Ethereum Fraud Detection
Dataset' from Kaggle (40), which provides aggregated
transaction histories for 9,841 unique Ethereum
addresses, labeled as either valid (benign) or fraudulent
(malicious). To align with our study's focus on time-
series behavioral analysis, we sampled 1,000 addresses
from this dataset (700 labeled as benign/Class 0 and 300
as malicious/Class 1, preserving an approximate 70/30
class distribution). For each selected address, we
retrieved raw transaction histories via the Etherscan API

User initiates transaction in dApp

1

Pass parameters and metadata
to ML model via AP

l

SVM model classifies transaction

Flag and present Forward to wallet

Na Yes
high-alert warning; Benign?
advise manual review / \ with standard prompt

Figure 4. Transaction security workflow flowchart

(a public Ethereum blockchain explorer) over a three-
month period. We then applied rolling window analysis
(as described in Section 3.1) to generate multiple time-
windowed records per address, resulting in a total of
50,000 records suitable for our machine learning
framework.

The structure of the base dataset includes 51 columns
per address: an index, the Ethereum address, a binary
FLAG (0 for benign, 1 for malicious), and 49 behavioral
features derived from transaction histories. Key features
include time-based metrics (e.g., 'Avg min between sent
tnx,' 'Time Diff between first and last (Mins)'), count-
based metrics (e.g., 'Sent tnx,' 'Received Tnx,' 'Unique
Received From Addresses'), and value-based metrics
(e.g., 'total Ether sent,' 'total ether received,' 'avg val sent,’
converted to USD using historical exchange rates from
CoinMarketCap API). After sampling and windowing,
our expanded dataset maintains this structure but
generates multiple rows per address for chronological
analysis. Fraud labels were assigned based on known
illicit activities, such as addresses reported for phishing,
scams, Ponzi schemes, or hacks, sourced from
community reports, blockchain analysis platforms (e.g.,
Etherscan labels and Chainalysis reports), and public
datasets. This labeling process ensures relevance to our
classification of healthy users (low-to-moderate activity
patterns) versus suspicious/hackers (high-frequency or
anomalous patterns).

To verify authenticity, the base dataset has been used
in multiple peer-reviewed studies on blockchain fraud
detection, including ensemble learning approaches for
transaction classification and machine learning models
for illicit activity detection. The underlying blockchain
data is publicly auditable on Ethereum explorers like
Etherscan, confirming transaction integrity through
cryptographic hashes. No synthetic data was added; all
records reflect real-world Ethereum activity, with
potential biases (e.g., class imbalance) mitigated through
preprocessing.

4. 1. 1. Dataset Statistics The research employs a
dataset consisting of 50,000 transaction records from
1,000 distinct blockchain addresses, with the data divided
into 720 hourly intervals during a three-month period.
The class distribution is categorized into two segments:
Healthy Users (Class 0) represent 70% (35,000 records),
whilst Suspicious Users/Hackers (Class 1) include 30%
(15,000 records). For model development and evaluation,
the dataset is split into 80% training (40,000 records) and
20% testing (10,000 records). The train/test split was
performed using stratified random sampling to preserve
the 70/30 class distribution, with 80% (40,000 records)
allocated to training and 20% (10,000 records) to testing
via scikit-learn's train_test split function
(random_state=42 for reproducibility). This ensures
balanced representation of behavioral patterns across
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splits, building on the verified structure of the source
dataset.

4. 2. Model Implementation The primary
classification model employed was a Support Vector
Machine (SVM). The reason for this choice is its efficacy
in high-dimensional areas and its ability to establish
distinct decision boundaries via support vectors. The
SVM was trained to classify users into two classes. The
class 0, which includes healthy users. They are
characterized by low-to-moderate server references,
medium sent data, and high received data and class 1,
which is suspicious users or hackers. They are
characterized by high server references, high sent data,
and average received data.
4. 3. Hyperparameter Tuning This study
examines the hyperparameters, namely the regularization
parameter C and the kernel type. The values examined
for C were (0.01, 0.1, 1, 10, 100); diminished values of C
emphasize a broader margin. This could increase bias.
Conversely, elevated values diminish the margin to
minimize training errors. This may augment variance.
The kernel types analyzed included Linear, Polynomial
(of degrees 2 and 3), and Radial Basis Function (RBF)
with gamma values designated as (0.1, 1, ‘scale’).

The cross-validation results are summarized in Table
3:

The optimal configuration was to set the kernel as
linear and the C parameter to 1.0. This configuration

achieved the highest mean cross-validation accuracy
(0.93) with low variance. This indicates a balanced trade-
off between bias and overfitting. The linear kernel was
preferred due to its simplicity and alignment with the
linear decision boundaries observed in the scatter plots.

4. 4. Classification Results The SVM model was
assessed on the test set utilizing the optimal
hyperparameters. The categorization outcomes were
evaluated using standard performance criteria and
depicted through scatter plots. These charts illustrate the
distinction between healthy wusers and suspect
users/hackers across multiple feature pairings. The
performance metrics on the test set are presented in Table
4:

Feature importance was assessed using a Random
Forest classifier with 100 trees, trained on the same
dataset. The top five features influencing classification,
ranked by importance score (0—1), are listed in Table 5:

These features align with the behavioral patterns
described in the methodology: healthy users and
suspicious users/hackers exhibit the same pattern as
discussed. To assess the effectiveness of a tailored
approach, we delved into the specific transaction
characteristics unique to each blockchain address. The
goal was to discover if there's a universal set of
transaction features that signal anomalies or if these
indicators vary from one address to another. If
transaction characteristics remain consistent across

TABLE 3. Cross-validation results for SVM hyperparameter tuning

Kernel C Value Mean CV Accuracy Std. Deviation
Linear 0.01 0.87 0.02
Linear 0.1 0.90 0.01
Linear 1 0.93 0.01
Linear 10 0.92 0.02
Linear 100 0.91 0.03
Polynomial (d=2) 1 0.89 0.02
Polynomial (d=3) 1 0.88 0.03
RBF (y=0.1) 1 0.91 0.02
RBF (y=1) 1 0.90 0.02
RBF (y=scale) 1 0.92 0.01

TABLE 4. SVM performance metrics on the test set.

TABLE 5. Feature importance scores.

Metric Value Feature Importance Score
Accuracy 0.94 Number of References to Server 0.28
Precision 0.92 Duration of Connection 0.25
Recall 0.89 Sent Data 0.20
F1-Score 0.90 Received Data 0.18
AUC-ROC 0.96 Transaction Value (USD) 0.09
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different addresses, it would suggest a uniform
transaction pattern exists for all. However, if these
characteristics vary, it would underline the need for a
personalized anomaly detection strategy. We employed
the random forest classification algorithm to analyze the
transaction features. This is identical to the data inputs
used in the isolation forest method for spotting
anomalies. The criteria for abnormality were determined
by the labels generated by the isolation forest. Our
random forest model was built with 100 trees. This
enables us to quantify the relevance of each feature on a
scale from 0 to 1. A higher value denotes a more
significant influence. Additionally, we compiled these
findings in a table to rank the features. This provides a
clear overview of their relative importance. This
comprehensive analysis allowed us to determine whether
a one-size-fits-all model suffices or if individualized
anomaly detection models are essential for accurately
identifying transaction irregularities across diverse
blockchain addresses. Our first goal was to set a baseline
for performance using simple, directly measurable
metrics like the number of transactions and the amount
of data. We could make a strong and easy-to-understand
model by only focussing on these five main features,
which would avoid the need for engineered metrics.

4. 4. 1. Visualizations The scatter plots (Figures
5-9) illustrate the SVM’s classification performance
across different feature pairs:

Distinct trends appear between healthy users and
hackers in a series of data visualizations. Figure 5
demonstrates that healthy users (green stars) aggregate
around medium sent data and elevated received data.
Conversely, hackers (red plus signs) display high sent
data and diminished received data. Figure 6 similarly
illustrates hackers exhibiting elevated sent data and
reduced connection durations. In contrast to healthy users
who have moderate sent data and extended connection
timings. Figure 7 substantiates this distinction, since
hackers exhibit elevated references in conjunction with
their transmitted data. In Figure 8, healthy users are
defined by low-to-medium references and extended
durations. On the other hand, hackers exhibit high
references and reduced durations. Ultimately, Figure 9
verifies a constant distinction between the groups
regarding sent data relative to the quantity of references,
with support vectors situated around the decision
boundary.

4. 4. 2. Comparative Analysis To evaluate the
SVM’s performance relative to other classifiers, three
additional models were implemented and tested on the
same dataset; they are Decision Tree, C4.5 (via Decision
Tree with entropy criterion), and Naive Bayesian.
Hyperparameter tuning for these models was conducted:
For the Decision Tree model Max_depth = (3, 5, 7, 10),
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tuned via grid search. For C4.5, the parameters were the
same as for the Decision Tree, with the entropy criterion.

For the Naive Bayesian model, there are no significant
hyperparameters; Gaussian NB was used.

The comparative results are presented in Table 6:
The SVM surpassed all rival models on every metric,
attaining an accuracy of 94%, precision of 92%, recall of
89%, F1-score 0of 90%, and AUC-ROC of 96% on the test
set including 10,000 records. The SVM's exceptional
performance is due to its effective management of high-
dimensional data and its capacity to determine an ideal
hyperplane that maximizes the margin between classes.

The Decision Tree and C4.5 models, however
proficient in capturing feature interactions, were
surpassed by the SVM because of their susceptibility to
overfitting and intricate decision bounds. The Naive
Bayesian model had the least effective performance. It is
mostly because to its presumption of feature
independence. Compared to baselines, SVM improves
efficiency by 19% over rule-based (static thresholds) and
9% over Isolation Forest. In Figures 10 and 11, the
confusion matrix and ROC-AUC cruve are depicted,
respectively.

Overall, our proposed work improves access control
in smart contracts by providing an innovative SVM-
based approach and dimensionality reduction. Our main
innovation in automating digital signatures is detecting
anomalies with 94% accuracy and reducing
computational complexity, which simplifies the user
experience and increases security.

4. 4. 3. Robustness Evaluation To check for
robustness, we used the Fast Gradient Sign Method
(FGSM) to simulate evasion attacks by changing the
features of the test set (for example, adding or removing
10% noise from the connection duration) and adversarial
examples. The SVM kept its accuracy at 92.5% with mild
perturbation, but it dropped to 81% with severe
perturbation (e.g., £50% noise). This was better than
Logistic Regression (83.5% and 82%, respectively). The
baseline accuracy was 76.5%, while the accuracy of

TABLE 6. Comparative performance metrics of classifiers

Model Accuracy Precision Recall F1-Score AUC-ROC
SVM (Linear, C=1) 0.94 0.92 0.89 0.90 0.96
Decision Tree (d=7) 0.88 0.85 0.83 0.84 0.87
C4.5 (d=7) 0.89 0.87 0.84 0.85 0.88
Naive Bayesian 0.82 0.79 0.76 0.77 0.83
Random Forest 0.92 0.90 0.87 0.88 0.94
Gradient Boost 0.90 0.88 0.86 0.88 0.92
Logistic Regression 0.88 0.85 0.82 0.83 0.90
Rule-Based Baseline 0.75 0.70 0.65 0.67 0.78
Isolation Forest 0.85 0.82 0.80 0.81 0.88
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SVM was 74.5% when FGSM attacks were used with
€=0.1. This shows that the system is strong, but it also
shows that adversarial training is needed in future
versions. The results of the evaluation is illustrated in

Table 7.

TABLE 7. Comparative results of robustness evaluation

Model Accuracy
SVM Base accuracy 94.00%
SVM Perturbed (10%) 92.50%
SVM Severe (50%) 81.00%
SVM Adversarial FGSM 74.50%
Baseline Base accuracy 84.50%
Baseline Perturbed (10%) 83.50%
Baseline Severe (50%) 82.00%
Baseline Adversarial FGSM 76.50%

2045

5. DISCUSSION

The findings indicate that the SVM model, in conjunction
with GA-based dimensionality reduction, significantly
improves smart contract access control. The elevated
accuracy (0.94) and AUC-ROC (0.96) demonstrate
strong performance. Also, the precision (0.92) and recall
(0.89) imply a well-balanced capacity enabling the
detection of suspicious users with few false positives.
The feature importance analysis validates the
methodology's emphasis on behavioral indicators. These
correspond with the established user classifications:
Healthy Users and Suspicious Users/Hackers. For
healthy users' characteristics, we can exemplify their low
to medium referrals, medium transmitted data, and high
received data. On the other hand, for suspicious users'
characteristics, they exhibit elevated references,
substantial transmitted data, and average received data.
The scatter plots (Figures 5-9) illustrate the efficacy of
the SVM, demonstrating distinct class separation and
support vectors strategically located at the decision
boundaries. The overlap shown in certain plots
emphasizes the intricacy of the classification problem. It
strongly emphasizes the need for individualized anomaly
detection as specified in the methodology. In the
comparative analysis section, we demonstrate the
advantages of SVM relative to Decision Tree, C4.5, and
Naive Bayesian models. We can affirm its suitability for
this application. The effectiveness of the linear kernel
demonstrates that the diminished feature space is linearly
separable. This conclusion is supported by the visual
representations. Automated signing makes things faster,
but it also raises important questions about usability and
user trust. One major worry is what happens when a false
positive happens, which is when a real transaction is
wrongly flagged as malicious. In our proposed system,
this kind of event would not stop the user. Instead, it
would send the transaction back to a manual approval
process, which would act as a security checkpoint. This
is a small inconvenience, but it's a good trade-off because
the risk of a false negative (approving a bad transaction)
is much higher. To gain trust, a practical implementation
could include an adjustable sensitivity threshold or a
"learning period" during which the model's decisions are
shown to the user for confirmation before full automation
is enabled. This makes sure that users stay in control
while also getting the extra layer of security that comes
from machine learning. In terms of misclassification, the
primary impact of a misclassification on a legitimate user
is a temporary shift from a frictionless, automated
experience to a traditional, manual one. The system is
designed to fail safely; when in doubt, it requires explicit
user consent, thereby prioritizing security over
convenience in ambiguous situations.
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6. LIMITATION

The proposed method has the following limitations

. Class Imbalance: The dataset contains 70%
legitimate and 30% suspicious users, which may bias the
classifier.

. Generalizability: The method was tested on
Ethereum only; its applicability to other platforms needs
exploration.

. Scalability: Rolling window analysis is
computationally intensive and may require optimization
for real-time use. There are also some limiations about
optimizations all of which could result in much better
model, namely, off-chain computation, parallel
processing, incremental calculation, and hardware
acceleration.

7. CONCLUSION

This research presents a machine learning-driven method
for improving access control in blockchain smart
contracts. By automating transaction signing and
detecting anomalies, the system enhances both security
and user experience. With a classification accuracy of
94%, the approach offers a reliable and efficient
alternative to manual signature verification. Future work
will focus on real-time deployment and extending the
model to multi-blockchain ecosystems. Alos we will
investigate sophisticated feature engineering to elucidate
more intricate user behaviours. This could involve
developing metrics such as the ratio of sent-to-received
transactions, the Gini coefficient of transaction values to
assess regularity, or time-delta features between
consecutive transactions, potentially resulting in a more
detailed classification.

In terms of optimizations, the off-chain computation
is an off-chain server that keeps an eye on the blockchain
could do the analysis. The smart contract would only get
the final classification (benign/malicious), which would
cut down on the amount of work that needs to be done
on-chain. Another one is parallel processing. The
analysis of different user accounts or time periods could
be done at the same time on more than one processor core
or server. Additionally, incremental calculation can be
used. Instead of recalculating the whole window every
time, you can use stream processing algorithms that can
update feature calculations as new transactions come in.
Lastly, hardware acceleration uses GPUs to speed up the
steps of processing the ML model and extracting
features. Regarding the importance of a personalized
anomaly detection, the significance of a tailored anomaly
detection model is most effectively demonstrated through
the juxtaposition of user profiles. For instance, a bot that
trades high-frequency might make hundreds of small
trades every day. A global model that used average user

data to train would probably see this normal bot activity
as a very strange thing. On the other hand, a
Decentralised Autonomous Organization (DAO)
treasury might make one very large transaction every
month to pay its contributors. This transaction would be
very unusual for a normal user, but it is normal for the
DAO's profile. In both cases, a one-size-fits-all model
would fail, causing a lot of false alarms and making the
system less useful. Our personalized method, which
learns the unique "rhythm" of each address, is necessary
to accurately tell the difference between normal and
unusual behaviour in a variety of situations.

In terms of threat model, our method is meant to
protect against a certain group of threats while making
some assumptions. The main threat that this system
protects against is transaction phishing, which is when a
malicious dApp interface tricks a user into signing a
transaction with wrong parameters, like an incorrect
recipient address or a higher transfer amount. It also helps
find automated transaction spam that comes from a
hacked account and doesn't follow the user's normal
behaviour. This ML system could cause two problems:
1) False Positives, where a real transaction is flagged as
malicious, which makes things harder for the user; and 2)
False Negatives, where a malicious transaction is missed
and marked as benign. Our high precision (0.92) and
recall (0.89) values show that we are doing a good job of
reducing both types of errors.
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