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SQL injection (SQL.i) is one of the most common attacks against database servers and has the potential
to threaten server services by utilizing SQL commands to change, delete, or falsify data. In this study,
researchers tested SQL.i attacks against websites using a number of tools, including Whois, SSL Scan,
Nmap, Open Web Application Security Project (OWASP) Zap, and SQL Map. Then, researchers
identified SQLi vulnerabilities on the tested web server. Next, researchers developed and implemented
mitigation measures to protect the website from SQLi attacks. Test results using OWASP Zap identified
14 vulnerabilities, with five of them at a medium level of 35%, seven at a low level of 50%, and two at
an informational level of 14%. Meanwhile, testing using SQL Map succeeded in gaining access to the
database and username on the web server. The next step in this research is to provide recommendations
for installing a firewall on the website as a mitigation measure to reduce the risk of SQL.i attacks. The
main contribution of this research is the development of a structured methodology to identify and address
SQLi vulnerabilities in web servers, which play an important role in maintaining data security and
integrity in a rapidly evolving online environment.
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1. INTRODUCTION

The rapid development of technology and information
has entered all walks of life for various purposes and
interests (1, 2). Therefore in recent years, hacking of web
servers has dramatically increased (3). This causes more
and more companies or organizations to require security
in maintaining web servers (4, 5). However, with this
development and convenience, it becomes the biggest
threat if the security aspect is not given special attention
(6, 7). One of the toughest problems faced by web owners
is ensuring that the web server is safe from attacks and
misuse (8, 9). According to Open Web Application
Security Project (OWASP) top 10 (10) SQL injection
(SQL.) is one of the most numerous and common attacks
that attacks database servers (11) and compromises
server services such as: confidentiality, authentication,
authorization and integrity (12, 13). This technique is
commonly used to exploit web-based applications (14,
15). Injection attacks allow attackers to fake identities,
change and delete existing data in the server database by
inserting SQL commands into the query string (16, 17).
Attackers exploit website application vulnerabilities by
entering or injecting special commands into websites that
have security holes (18). Improper validation of user
input can lead to SQL.i attacks (19). Thus, it can cause
important user data to be deleted or changed from the
web application (20, 21).

In order to maintain security from SQLi attacks,
mitigation needs to be implemented as a very important
step taken to reduce the risk and impact of SQL.i attacks
on an application or system (22). The main goal of SQLI
mitigation is to prevent attackers from successfully
injecting malicious SQL commands into an application
or system, so that sensitive data is not exposed or
corrupted (23). One effective way of mitigation is to
install a firewall layer on the website (24). These
firewalls play a key role in protecting websites by
implementing specific rules aimed at blocking and
eliminating potentially malicious traffic (25). The rules
implemented by this firewall are designed to combat
various types of attacks, including cross-site scripting
and SQL injection (26). With a firewall, websites are
better able to detect and respond quickly to SQL.i attack
attempts that can compromise the integrity and
confidentiality of the data stored therein. Thus,
implementing a firewall is one of the key components in
a mitigation strategy that can help maintain the security
and integrity of a website from various SQL.i attacks that
can arise (27).

Agreindra et al. (8) investigated the Analysis of Web
Security Using Open Web Application Security Project
10, their research analyzes and tests web security along
with six subdomains with the aim of knowing and
assessing the level of security of a website, whether

additional security is needed, and recommendations on
the website. The results of ther worl showed that the web
has a security level of 80%, the web informatics
engineering subdomain 60%, information systems 60%,
informatics management 60%, integrated academic
systems 80%, student acceptance 80% and e-learning
80%.

Alanda et al. (28) introduced the title Mobile
Application Security Penetration Testing Based on
OWASP, the aim of their research was to determine
vulnerabilities and the techniques used to find these
vulnerabilities on the Android operating system and
Android applications. In addition, it provides
recommendations and prevention of these vulnerabilities.
The techniques and methods used are based on research
from the OWASP Foundation which consists of the 10
main vulnerabilities in Android applications. Results
from testing five applications downloaded from the Play
Store. Four application based wvulnerabilities in the
OWASP Mobile Top Ten documentation. OWASP
documentation can provide an overview of the most
commonly found vulnerabilities in Android applications
from the market.

Priyawati et al. (29) investigated Website
Vulnerability Testing and Analysis of Internet
Management Information System Using OWASP; they
have carried out gray box penetration testing technigques
using the OWASP method and the OWASP ZAP tool.
The test results showed that the target application website
has 12 vulnerabilities with details of 8.3% at a high level
of vulnerability or 1 warning, 41.7% at a medium level
or 5 warnings, 33.3% at a low level or 4 warnings, and
16.7 at information level or 2 warnings. These
vulnerabilities relate to matters related to AO1-Broken
Access Control, AO03-Injection, A05-Security
Misconfiguration, and A08-Software and Data Integrity
Failures.

Alanda et al. (30) studied Web Application
Penetration Testing Using SQL Injection Attack, this
research randomly tests several websites such as
government, school and other commercial sites with
several SQL injection attack techniques. Testing was
carried out on ten random websites by looking for
loopholes to test security using SQL injection attacks.
The test results carried out 80% of the websites tested had
weaknesses against SQL injection attacks.

In contrast to previous research, the research only
focuses on testing and identifying vulnerabilities without
carrying out mitigation. In addition, the tools used in
previous research did not involve all the stages contained
in the OWASP Framework. Therefore, in this research,
tools are involved that cover all the stages defined in the
OWASP framework, including Information Collection
using the Whois tool, SSL Scanning, Network Mapping
using Nmap and OWASP Zap, as well as exploiting using
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SQL Map. This research has the aim of testing website
security against SQLi attacks using various network
forensic tools in accordance with the guidelines set out in
the OWASP framework and implementing mitigation
measures by recommending that the website install a
firewall to reduce attacks on the web server. The results
of this research are expected to provide valuable
guidance for institutions or entities that use websites as
information platforms, assisting them in selecting
appropriate and effective web security tools.

One of the frameworks used is OWASP, which is a
structured framework with several steps in grouping
information for security test plans for websites,
assessments and verified and analyzed domain reports
(31, 32). This framework is for analyzing various
vulnerabilities issued by the OWASP Top 10 2021 (33,
34), including: Broken Access Control, Security
Misconfiguration, Insecure Deserialization, Injection,
Sensitive Data Exposure, XML External Entities, Broken
Authentication, Cross Site Scripting, Using Components
with Known Vulnerabilities, and Insufficient Logging
and Monitoring. There are four tools used to find these
vulnerabilities in this framework, namely: Whois, SSL
Scan, Nmap, OWASP Zap, and SQL Map. Most tools
used to detect vulnerabilities classify vulnerabilities into
four categories: High, Medium, Low, and Information
(32).

2. MATERIALS AND METHOD

In carrying out penetration testing on web servers, this
research uses the OWASP framework to categorize
threats and weaknesses in web servers (35, 36). Using the
OWASP framework has the benefit of checking web-
based application security standards, so that data theft
and dissemination by irresponsible parties can be avoided
so that it can continue to be used in the long term (37).

The use of the OWASP framework in Penetration
Testing on web servers is important because it provides
proven security standards, covers various types of
threats, is relevant to current challenges, protects data and
privacy, and ensures long-term sustainability. The stages
in this research can be seen in Figure 1.

Penetration Analysis

| Testing

Data Collection

Mitigation Reporting

Figure 1. Research stages using the OWASP framework

Data Collection, in this step, collects information
about the selected topic and completes the survey.
Penetration Testing, at this stage testing is carried out on
websites with the aim of security testing carried out by
pentesters by imitating actual attacks to damage the
security features of an application, system or network so
that vulnerabilities are known. There are three stages in
carrying out PENTEST, which can be seen in Figure 2.
Analysis, at this stage, performs an analysis of the Web
Server to find vulnerabilities. Reporting, at this stage
describes in detail the results of the analysis that has been
processed and writes a report. This mitigation stage
involves assessing the website and providing
recommendations regarding firewall configurations that
need to be implemented to improve web security by
preventing injection attacks.

Figure 2. involves the use of the OWASP framework.
In the first stage, data is collected using Whois and SSL
Scan. Then, in the second stage, network mapping is
carried out by carrying out vulnerability scanning using
the Nmap and OWASP ZAP tools. Once completed with
a comprehensive vulnerability scan, the research
proceeds to the third phase, which includes exploitation,
using tools to identify SQL vulnerabilities.

The testing process using the OWASP Framework
after the completion and implementation stages, the tools
used and the functionality of the tools will be explained
in Table 1.

Are there
any
vulnerabilitie

Figure 2. Flowchart of penetration testing stages using the
OWASP framework
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TABLE 1. Tools in the OWASP Framework

Tools Information

Whois, and SSL Scan Used to obtain data about a website.

Functions to check the ports on the
Nmap

network.
OWASP Za Used to identify potential vulnerabilities
P in web application testing.
SQL Map Used to identify the existence of a

database on a website.

3. RESULTS AND DISCUSSION

According to the framework established by OWASP, the
process of assessing and aggregating the risk level of
vulnerabilities on a web server involves several
structured stages. This stage includes Data Collection to
understand the vulnerability, carrying out Penetration
Testing to identify the vulnerability in more depth,
analysis the findings found, compiling a Report with a
summary of the results and recommendations, and finally
implementing the necessary Mitigation steps to reduce
the risk of the vulnerability.

3. 1. Data Collection In this phase, the information
collected to support the experiments in this research
comes from data found on the website
designlink.com.hk. The OWASP framework is used as a
tool to identify vulnerabilities contained in the website.

3. 2. Penetration Testing Penetration testing is a
testing process carried out on websites to detect potential
vulnerabilities, identify poor system configurations, find
hardware and software weaknesses, and uncover
technical weaknesses in the information system being
tested (38). Penetration testing is useful for identifying
and addressing vulnerabilities in an infrastructure
network, illustrating the level of wvulnerability to
malicious attacks on a network. There are three main
steps in penetration testing, namely Information
Gathering, Network Mapping, and exploitation.

3.2.1.Information Gathering  The purpose of the
information gathering is to better understand the web
server and any potential issues with it, as shown in Figure
3.

Figure 3 These results come from the process of
searching for information via the online Whois tool. This
stage aims to collect important data about a web server,
including the domain name, registrar name, registrar
contact email address, email address, telephone number,
country, and related account names. Figure 4. illustrates
the outcome of utilizing SSL Scan tools.

Figure 4 shows the use of SSL Scan tool aims to
check information about SSL security on a web server;

1i1: supportsuebnic.ce

wail:  domainSnethic.net

Figure 3. Results of a search using Whois tools

SSL Report: www.designlink.com.hk (178.18.136.220)

Vi our documariation D0 for more nfermeton. confguration uides, sed Books. Keown ikaes. ave decamented e,

Scan Another »

T servers centficate s nck busted, see belce for delals.

Figure 4. Results of employing tools for online SSL scans

findings indicating inactivity of the SSL security layer on
a web server may increase the risk of sensitive data theft,
Man-in-the-Middle attacks, vulnerability to credential
theft, data integrity risks , and vulnerability to malware
attacks.

3. 2. 2. Network Mapping Network mapping is the
stage of a web network's mapping process where it is
determined which ports have security flaws. The Nmap
utility can be used to scan. The outcomes are shown in
Figure 5.

Figure 5 depicts the outcome comes from utilizing the
Nmap program to perform a port scan on the web server.
Ten ports in all were examined based on the scan results.
Out of the ten ports, seven are marked as "open," meaning
that you can access them; the remaining three are marked
as "closed," meaning that you cannot access them.

3.2. 3. Exploit  The data gathered in the first phase
can be used as test data in the exploitation phase, which
entails testing the identified security flaws. OWASP Zap
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Nmap Output Ports / Hosts Topology Host Details Scans

-

Port 4 Protocol ¢ State 4 Service ¢ Version

@ 2 tcp open ftp vsftpd 3.0.2

@ 53 tep open domain  (unknown banner: get lost)

@ 2 tcp open  http nginx

0 43 tep open  http nginx

® 2121 tep open  ssh OpenSSH 7.4 (protocol 2.0)

@ 3306 tcp open  mysql MySQL (blocked - too many connection errors)
@ 5432 tep closed postgresql

@ 8000 tcp closed http-alt

@ 8083 tcp open  http nginx

@ 12000 tcp closed ccedx

Figure 5. Utilizing Nmap tools results

and SQL Map are two tools that are currently in use in
this situation. Figure 6 demonstrates how users can
examine the scan results using the OWASP Zap tool.

Figure 6 shows the purpose of this scanning
procedure is to perform a thorough assessment of the web
server in order to determine the degree of security or
vulnerability of the data and information passing through
the server. This procedure is also intended to identify
potential risks related to the web server and find any
threats or vulnerabilities that might be concealed in the
setup and configuration of the web server, allowing for
the implementation of the necessary mitigating actions to
improve security and lower existing risks. The scanning
results can be seen in Figure 7.

= = do . * me®e:

o SO - Automated Scan

Figure 6. Technique of scanning using the OWASP Zap tool

Alerts (14)

¥ Absence of Anti-CSRF Tokens (544)

¥ Application Error Disclosure (2

# Content Security Policy (CSP) Headar Mot Set (452)
F¥ Missing Anti-clickjacking Header (450)

P Vulngrable JS Library

F¥ Cookie No HitpOnly Flag (2)

F¥ Cookie without SameSite Attribute (2)

Cross-Domain JavaScript Source Flle Inclusion (2)
¥ Information Disclosure - Debug Error Messages
¥ Server Leaks Information via "X-Powered-By' HTTP Response Header Field(s) (663)
f Timestamp Disclosure - Unix (5)
F X-Content-Type-Dptions Header Missing (804)
¥ Charsat Mismatch (Haader Varsus Me ntent-Type Charsat) (450)
¥ Information Disclosure - Suspicious Comments (127)

-

Figure 7. OWASP Zap results of scanning

There were a total of 14 vulnerabilities found in the
web server's vulnerability assessment reports (see Figure
7). Five of these vulnerabilities have a moderate risk
(medium), seven have a low risk (low), and two have
information that is just marginally useful (informational).
This scan did not find any vulnerabilities with a high risk
level, however it did find a number of medium risk
vulnerabilities that needed to be fixed right away to
improve server security.

Using SQL Map is the next step in the web server
security evaluation procedure. After using OWASP Zap
for an initial scan, this SQL Map is used. SQL Map is
especially used on web servers to assess security risks
linked to SQL. This allows for more thorough testing to
be done in order to find possible SQL-related security
flaws and take the necessary mitigation steps to improve
server security. The SQL Map command used in this
procedure is shown in Figure 8.

Figure 8 illustrate an attempt was made to execute
SQL statements into the server using the -u command to
indicate the target URL and the -dbs command to query
a list of accessible databases in an effort to test the web
server's security. Thus, it was effective in locating the 'id'
parameter, which was open to SQL injection. Table 2
contains more details regarding the experiment's
outcomes.

Table 2 demonstrates the designlink_jack and
information_schema databases are present on the web
server as a result of the --dbs command utilizing SQL
Map. Web servers are not protected in a way that makes
it simple for attackers to get access to such data. Once the
database has been located, provide a command to retrieve
the table's contents from the database. Figure 9
demonstrates it clearly.

Figure 8. Using SQL Map as a SQL command

TABLE 2. Search results -dbs

No. Database name
1 designlink_jack
2 information_schema

Figure 9. Activate the -tables command.
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Figure 9 shows the use of -tables command on the
designlink_jack database to access SQL Map tools. This
command is used to view the database's contents. The
outcomes are shown in Table 3.

Table 3 displays the outcomes of the query after
identifying eight tables in the designlink_jack database
using the -tables command. Figure 10 shows a method
for calling a table's contents from dnd_adminlogin.

Figure 10 shows the dnd_adminlogin table's contents
can be viewed by using the -T command, and its columns'
contents can be viewed by using the -dump command.
The outcomes are shown in Table 4.

Table 4 summarized the performing SQL requests in
the SQL Map tool, it can be shown that it was successful
in retrieving the data or information present in the web
server. If there is insufficient security, this leaves the
program open to the web server. Mysgli security makes
it very difficult for injection attacks to succeed since the
validation is so rigorous that the SQL command that is
being injected cannot run.

3. 3. Analysis A thorough analysis process will be
applied to vulnerabilities found during the earlier phases
of web server testing, with a special emphasis on the web
server under investigation. The OWASP Framework was
used to conduct this analysis, and the results are available
in Table 5 and will be thoroughly documented.

Table 5 shows that three ports are listed as "closed"
and seven ports are listed as "open™ on the website's port
scan results. This data offers crucial insight into the
security flaws of the website and the degree to which its
security systems are ready to thwart unauthorized access

TABLE 3. Search results from the —tables command

Number Table names

1 Dnd_adminlogin
2 Dnd_blog

3 Dnd_blog_categories
4 Dnd_brands

5 Dnd_contactus

FigurlO. Call a table's contents “dnd_adminlogin”

TABLE 4. Table results “dnd_adminlogin”
Id Username

1 dndlink

Password

SSGBCj6Tuy

TABLE 5. Results of port mapping found

Port Protocol Status Service
21 tcp Open ftp
53 tep Open Domain
80 tep Open http
443 tcp Open http
2121 tep Open Ssh
3306 tep Open Mysql
5432 tcp Closed Postgresgl
8000 tcp Closed http-alt
8083 tcp Open http
12000 tcp Closed Cccdx

attempts. Attackers may attempt to gain access to
resources or services on a website by trying to leverage
open ports as possible points of entry. A closed port, on
the other hand, shows that the security system has
effectively controlled access to the port, lowering the
likelihood of attacks or penetration that could jeopardize
the confidentiality and integrity of data on the website.
Website owners will therefore be able to take proactive
measures to fortify their security defenses and protect the
integrity of their websites from potential threats by
having a better understanding of the status of these ports.
Table 6 summarized the results of the vulnerability
recapitulation.

Based on Table 6. which is depicted in percentage
form, namely the risk level of vulnerability at high gets a
value of 0% or no vulnerability was found in it, at the
medium level it gets a value of 35% (5), namely: Absence
of Anti-CSRF Tokens, Application Error Dislosure,
Content Security Policy (CSP) Header Not Set, Missing
Anti-Clickjacking Header, Vulnerable JS Library. At the
low level, it gets a score of 50% (7), namely: Cookie
Without Samesite Altribute, Cross-Domain Javascript
Source File Inclusion, Information Disclosure-Debug
Error Messages, Server Leaks Information Via "X-
Powered-By" HTTP Response Header Field(s),
Timestamp Disclosure-Unix, X-Content-Type-Options
Header Missing. And at the informational level, it gets a
value of 14% (2) vulnerabilities, namely: Charset
Mismatch (Header Versus Meta Content-Type Charset),

TABLE 6. Recapitulation of discovered vulnerabilities

Risk Level Number of Alerts Presentase
High - 0%
Medium 5 35%
Low 7 50%
Informational 2 14%
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Information Disclosure-Suspicious Comments. The
results of security testing analysis based on the OWASP
Top 10 in 2021 are presented in Table 5.

Table 7. The results of system testing using tools such
as OWASP ZAP have identified four vulnerabilities that
require urgent repair, namely "broken access control,"
"security misconfiguration," "vulnerable and outdated
components,” and "software and data integrity failures."”
Not addressing these vulnerabilities may result in serious
risks to the system and associated applications.

Failure to address vulnerabilities such as “Broken
Access Control” may result in unauthorized access and
privacy breaches, “Security Misconfiguration” may
result in exposure of sensitive data and denial of service,
“Vulnerable and Outdated Components” increases the
risk of wvulnerability exploitation and data theft,
and“Software and Data Integrity Failures" can result in
data loss and reduced service quality and damage data
integrity.

Addressing and remediating these vulnerabilities is
critical to maintaining system security, integrity, and
availability, as well as protecting user data and privacy.

TABLE 7. Vulnerability results on web servers based on
OWASP Top 10 2021

Vulnerability

Solution

Implement access control system work
and reuse it in all applications so as to
minimize CORS (Cross Origin Resource
Sharing) users, so that users cannot
create, read, update or delete records
freely, the access control model should
limit this by using ownership for each
record, and disable the web server
directory listing.

Broken Access
Control

Cryptographic Failures Not found
Injection Not found
Insecure Design Not found

Security
Misconfiguration

Vulnerable and
Outdated Components

Identification and
Authentication
Failures

Software and Data
Integrity Failures

Security Logging and
Monitoring Failures

Server-Side Request
Forgery

System management can review and
update the appropriate configuration for
all security notes, updates and patches as

part of the patch management process

Remove unused dependencies,
unnecessary features, components, files
and documentation.

Not found

Use digital signatures or similar
mechanisms to verify that software or
data comes from the intended source

and has not been manipulated

Not found

Not found

That's why fixing these vulnerabilities must be prioritized
in information security and application development
strategies.

3. 4. Reporting At this stage, take an important
step in summarizing the results of the analysis that has
been carried out during the OWASP Framework
implementation process. This report aims to present the
key findings found on the web servers that have been
studied. Table 8. presented below, is a representation of
research data obtained through the implementation of the
OWASP Framework. This report will provide a more
detailed and structured picture of the security condition
of the web servers that have been analyzed.

Table 8. shows the results of a report on a series of
penetration tests and vulnerability analysis carried out
using a framework that complies with the security
guidelines and standards recommended by OWASP.
Through this report, we hope to provide deeper insight
into the state of web server security that has been
researched, so that appropriate corrective steps can be
taken to reduce risks and improve system integrity.

3. 5. Mitigation According to CERT/CC, 90% of
security flaws are found during the program development
process. This is a result of most developers' ignorance of
security-related information and an ineffective strategy
for maintaining software security. Web-based assaults
are increasing as a result of a number of causes, including
poor design, insufficient security requirements,
configuration  issues, unsafe coding practices,
uncontrolled input controls, and password management
flaws.

Implementing a framework for “secure software
design™ is one efficient remedy. But diverse groups of
security experts have different perspectives, which
makes developing secure software difficult. Network
administrators typically concentrate on the use of
firewalls, intrusion detection systems, and management
systems, whereas software engineers frequently
concentrate on aspects of code quality with an eye toward
security. The concept of security may be abstracted by
software developers from design or architectural
principles, security patterns, or other elements.

TABLE 8. Summarize research findings using the OWASP
Framework.

Stage Parameter Tools Result
. Domain name, domain Whois Success
Inform_atlon status, email expiry date
Gathering
Overall Rating SSL Scan  Success
Netwc_)rk Vulnerability OWASP Zap  Success
Mapping
Exploiting Username and password SQL Map  Success
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It is crucial to keep in mind that developing secure
software requires appropriate data security requirements,
careful design, meticulous execution, and thorough
testing. To achieve effective protection, security must be
considered at every stage of the system development life
cycle (SDLC). Keep in mind that by offering an
additional, comprehensive layer of protection, investing
in information security can help lower future
expenditures (39, 40).

One step that may be taken to lessen the risk of web
attacks is to install a firewall, as depicted in Figure 11. In
a defense system, firewalls function as the first line of
defense, regulating incoming and outgoing data traffic to
guarantee that only approved and permitted traffic may
get to the server. As a result, it is a crucial step in
enhancing system security and guarding against future
cyberattacks and threats.

Figure 11 demonstrates attackers who have access to
the Internet attempt to initiate assaults against network-
connected websites and web servers. The firewall that
had been installed on the network, however, prevented
the attack attempt. This firewall acts as a powerful
defense against intrusions that could jeopardize the
availability, integrity, and confidentiality of the services
being offered. Attackers are prevented from accessing or
corrupting data kept on web servers and from interfering
with the availability of such websites to authorized users
when an effective firewall is in place. This adds a crucial
layer of security for preserving the network'’s security and
stability as well as safeguarding any sensitive data that
might be kept on the web server. In other words, the
presence of a firewall has successfully stopped assaults
on websites and web servers running on the firewall-
protected network. It can be seen in Figure 12 attacks on
websites that have firewalls.

Figure 12 shows the research attempts to conduct a
SQL Injection (SQL.I) attack using the SQL Map tool in
order to evaluate the efficacy of the firewall that has been
put in place on the website. The experiment's findings
demonstrate that, despite careful application, the SQL
Map tool is unable to locate the "id" parameter on
websites that have firewalls.

These unfavorable outcomes offer an intriguing hint
about how reliable the security system that was put in
place is. This shows that the firewall that was put in place
has been successful in thwarting attempts at SQLIi

Internet

<;ja .(K‘\} Web Server
i |

Figure 12. Web server with firewall installed

attacks, which typically look for and take advantage of
parameters like "id" in an effort to replace or access
private information on the internet. Consequently, these
results bolster the notion that the security mitigation
strategy employed in this study—installing a firewall, for
example—can be regarded as a successful means of
shielding websites against potentially harmful SQL
Injection attacks. Table 7. presents a comparison of
research findings from other studies that used the
OWASP framework.

Table 9. illustrates an interesting comparison various
studies regarding the use of the OWASP framework in
carrying out SQLi attacks. Different research results
show various levels of security gaps on the web. In 2020,
a study by Agreindra et al. (8) in testing security obtained
a security level of 60%. Then Alanda, et al. (28) in 2020,
obtained test results with a vulnerability value of 80%.
Priyawati et al. (29) in 2022 found 12 vulnerabilities. In
2021, research conducted by Alanda, et al. (30) found
that 80% of the websites tested had weaknesses.

TABLE 9. Comparison with earlier studies

Results Year

Ref. Method Object Tools

[8] OWASP Website Nmap a;d OWASP
ap

[28] OWASP Mobile Burp suite

Application

This website is generally safe from security testing, but some

subdomains have a security level of 60%. 2020

The test results show a vulnerability with a value of 80% 2020
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[29] OWASP Website OWASP Zap

[30] OWASP Website SQL Map

Whois, SSL Scan,
Nmap, OWASP
Zap, and SQL Map

This

OWASP
research

Web Servers

The test results show that the target application website has 12
vulnerabilities with details of 8.3% at a high level of vulnerability
or 1 warning, 41.7% at a medium level or 5 warnings, 33.3% at a

low level or 4 warnings, and 16.7 at information level or 2
warnings.

The test results carried out were 80% of the tested website is

2022

2021

vulnerable to SQL injection attacks.

The results of using the Whois tool get a web identity, SSL Scan
gets an Overall rating value, Nmap finds three ports with closed
status and seven ports with open status, OWASP Zap finds 14
vulnerabilities including; five medium levels, seven low levels, and
two information levels, and the SQL Map tool successfully
retrieved user names and passwords on the web

2023

This research in 2023 found 14 vulnerabilities
including; five medium levels, seven low levels, and two
information levels. Then successfully get the username
and password on the website. This research also provides
a mitigation solution by installing a firewall on the web
to protect against injection attacks.

4. CONCLUSIONS

SQLi attacks are one of the main threats that lurk on any
web server that is not sufficiently protected. Based on the
results of analysis of testing against SQL.i attacks using
the OWASP framework. The results of using the Whois
tool get a web identity, SSL Scan gets an Overall rating
value, Nmap finds three ports with closed status and
seven ports with open status, OWASP Zap finds 14
vulnerabilities including; five medium levels with a
percentage value of 35%, seven at the low level with a
percentage value of 50%, and two at the information level
with a percentage value of 14%, and the SQL Map tool
succeeded in retrieving user names and passwords on the
web. This illustrates that the web server does not have
adequate security and validation layers to protect itself
from various attacks, especially injection attacks. On
websites that have a firewall installed, attacks often fail
and attempts to find the ID parameter on the web are
unsuccessful.

For future research, more in-depth research is needed
to reveal mitigation measures other than firewalls in
maintaining website security from SQLi attacks. This
approach can include the implementation of various
frameworks and tools used. Thus, future research will
provide deeper and more comprehensive insight into
stronger efforts to reduce the risk of attacks on the web.
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